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About
“Regain Yemen”

Regain Yemen\

It is a voluntary initiative to monitor and document
Houthi looting, confiscating of public and private
properties and to assist those affected to bring their
rights back.

It was established due to the injustice violations
committed by the terrorist Houthi group in confiscating
property and private rights, storming and looting
homes, and then blowing them up, in total impunity.
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Introduction

The telecommunications sector constitutes one of the most
important financial and logistical resources for the Houthi
militia to continue their war against the Yemeni people.
Houthis also use it against opponents, and in:

* Violating the privacy of citizens and opponents by spying
on their communications and momtorlng their movements in
order to blackmail them and recruit them to serve them.

» Spying on the leaders and members of the government
army and monitoring their movements for the purpose of
gathering information and targeting them.

» Using it in the fighting fronts by cutting off the
communications services in order to enhance their
capabilities and superiority at the expense of government
forces.

- Effective use of telecommunications services for their
media discourse by blocking websites and forcing citizens
to follow the news organizations affiliated with them, aiming
at eradicating the Yemeni identity and charging society with
their destructive ideological beliefs.

- Harnessing the large revenues of the telecommunications
sector in financing their wars.
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Relevance Of The
Report

Over the years of the war in Yemen, the
Telecommunications controlled by the Houthis
were one of the strengths that gave them a
financial, logistical, security and field advantage.
With each passing day, the militia tighting grip on
this sector, starting with the absolute control of
the state-owned telecommunications and internet
companies, the Houthisization of the job cadres in
them, and the confiscation of the assets of private
companies.

As “Regain Yemen" continues to document and
monitor Houthi violations and confiscation of
Yemeni properties, we decided to shed light on

an important and strategic aspect, to reveal the
extent of the danger of the Houthis' use of the
telecommunications sector in order to amplify the
wealth of the group's leaders and contribute to the
sustainability of the war.
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The situation of
the telecommunications sector In

Yemen

The telecommunications sector in Yemen is an essential component of the country>s
infrastructure, and it has an important role in economic growth. During the years
preceding the war, and specifically since 2001, the sector witnessed rapid growth

as a result of large investments by the private sector and government institutions,

as various communication networks were established in most Yemeni cities and
villages, in addition to the rapid spread of mobile phones and the Internet. Prior to
2001, mobile phone service was provided through the analog network of the only
state-owned mobile operator at the time, TeleYemen.

Here is a glimpse of the most key indicators of the telecommunications sector in
Yemen

Fixed-line telephone

The number of active fixed lines is estimated at 727,821, while the ratio of fixed-line
telephone subscribers to the population is estimated at %2.2 by the end of the year
2021.

Despite the deterioration of the Public Telecommunications Corporation since the
Houthi militia took control over it, the number of fixed-line subscribers increased,
and this was shown by the indicators of the year 2021, where the total internal traffic
among fixed-line users reached about 17 million, 360 thousand and 494 minutes
(17,360,494).
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Mobile phone

Mobile phone services in Yemen are provided by four telecommunications
companies, one of which is the government>s ownership of most of its
shares, which is Yemen Mobile (1), while the private sector owns three
companies, namely Sabafon (confiscated by the Houthis and placed it under
the judicial guard (2,3)) , Y, and formerly MTN, before it gave up its branch

in Yemen in favor of The Houthi militia under an Omani cover. The Houthi
militia took over the Y company assets and subscribers, and its name was
later changed to Hudhud Telecommunications Company (4).

Yemen Mobile holds %48.9 of the market share for mobile phone services,
followed by the former MTN (YOU Telecom) company with %31.9, then
Sabafon with %18.4, and then Y (Hudhud) with %0.7.

The total number of mobile phone subscribers in Yemen reached 17,756,380
subscribers (5), distributed among all companies, representing %53.57 of the
total population.

The use of the mobile phone witnessed a significant growth during the
year 2021, reaching 1,594 minutes per subscriber, while the total messages
exchanged between subscribers of the mobile phone service reached eight
billion, 594 million, 100 thousand and 172 messages (8,594,100,172).
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Internet

The number of fixed-line internet
subscribers in Yemen increased in 2021
to 402,935, while the total mobile phone
internet subscribers increased in the
same period to 970,269 ,9 subscribers.

International Telephone Calls

The number of international telephone
subscribers reached 26.6 thousand in the
year 2020, down from 35.7 thousand in 2014,
due to the existence of an illegal market for
international calls.

Outgoing international call traffic reached

21 million minutes in the year 2020,
compared to 98 million minutes in the year
2014, which is a significant decline that
reflects the size of the deterioration in the
telecommunications sector under the control
of the Houthi militia and the transfer of

calls from the official market to the informal
market controlled by Houthi leaders.
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How The Houthis

Take Control Of The

Telecommunications Sector

After the Houthis seized Sanaa in 2014, they tightened grip over state
institutions, including the Ministry of Communications and Information
Technology, and replaced agents of the ministry, general managers,

by ideological Houthi leaders, who are supervised by communications
specialists from the Iranian Revolutionary Guards and the Lebanese
Hezbollah.

They also Houthize all companies and institutions that provide
government communications services such as TeleYemen, Yemen Net,
the Public Corporation for Telecommunications, The General Post and
Postal Savings Authority, and Yemen Mobile.
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Houthization of
Telecommunications

companies

After full ontrol of companies and institutions working in the

field of communications, the Houthis worked to Houthize private
telecommunications companies through the Houthization of Sabafon
Company, in addition to the Y Company, which later changed its name to
(Hudhud Company), in addition to the Houthization of MTN YEMEN through
an Omani partner in a suspicious deal, which the actual beneficiary was the
Houthis.

The Houthis also Houthize the Yemen Mobile Company, and appointed a

full management of militia members in violation of the company»s internal
system, which requires that the chairman of the board of directors of Yemen
Mobile be from the Public Telecommunications Corporation, as it is the
largest shareholder.

They also appointed the Houthi leader, Issam Al-Hamli, as Chairman of the
Board of Directors (6), and appointed the leader Ameen Al-Harthy as his
deputy, the leader Mohammed Sharaf Al-Din as the company'’s financial
officer, and the leader Abdul Qader Al-Mutawakel as director of marketing,
the assistant executive director for commercial affairs, which is considered
the most important financial department in the company.

The first mission of the new board of directors in the year 2017, was to
dismiss the company's managerial staff and replace them with Houthis.
A list was prepared that includes the names of dozens of medium and
technical departments in the company to overthrow them despite their
efficiency and replace them with Houthi staff to ensure control over the
company.
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Blacklist:

1 Misfer Abdullah Saleh Al-Numeir Minister of Communications

Undersecretary of the Ministry of Communications for Tech-
nical Affairs

Undersecretary of the Ministry of Communications for Fi-
nancial Affairs

2 Taha Mohammed Qasim Zubara

3 Ahmed Abdullah Yahya Al-Mutawakel

4 Hamza Dhaifallah Nasser Al-Razehi Assistant Undersecretary for Information Technology Affairs
5 Aol it Mohammgd Llallaln- Assistant Undersecretary for Technical Affairs
man Abu Talib
6 Essam Ali Ahmed Al-Hamali Chairman of the Board of Directors of Yemen Mobile
7 Ammar Nasser Ali Wahan Director General of the Genera_l Postal and Post Savings
Authority
8 Abdullah Mohammed Hussein Heba Director General of the Secretariat's Ministry
9 Amer Mohammed Hazaa CEO of Yemen Mobile
10 Mohammed Ahmad Mohammed Deputy Director General of the Communications Corpo-
Al-Mahdi ration for Technical Affairs
11 Ali Naji Nassari CEO of TeleYemen
12 AESILL QT i BIEmITED QEEr Assistant CEO of Yemen Mobile for Commercial Affairs

Al-Mutawakel

Director of the Office of the Minister of Communica-

13 Yahya Abdullah Mohammed Amer ;
tions

14 ~ Amin Mohammed Yahya Al-Harethy General Manager Planning and Projects

General Manager of Operation and Maintenance at the

15  Adnan Mohammed Nu'man Al-Junaid . .
Telecommunications Corporation

16 = Wafaa Abdelkader Mohammed Said General Manager of Administrative Affairs

17 Saif Taqgi Bukhait Al Fail Director General of Audit and Inspection
18 = Waheed Abdullah Mohammed Fath = General Manager Information Systems and Technology
19 = Taha Ahmed Mohammed Al-Rada'ei = General Manager, Internet and Data Communications

20 = Mohammed Abdul Razzaq Ma'udha General Director of Legal Affairs

General Manager of the Communications Corporation -

21 Abdul Quddus Ali Ahmed Al Sham Taiz Branch

Ahmad Mohammed Husayn Al-Aw-

22 gari General Manager, Cisco Academy
23 Khaled Abdullah Al-Harazi Director General of Public Relations and Media
24 lsmail Ahmed Hameed Al-Din General Manager of the Construction Department at the

Communications Corporation
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Blacklist:

25

26

27

28
29

30

31

32
33

34

35
36

37

38
39
40

41

42

43

44

45

46
47
48

Abdullah Abdullah Aklan

Mohammed Hameed Mohammed Ha-
meed Al-Din

Abdul Rahman Ahmed Hameed Al-
Din
Tawfig Mohammed Al-Dhula'ei
Abdul Rahman Al-Matari

Mohammed Mohammed Al-Subahi
Sadig Mohammed Musleh

Abdul Karim Qasim Al-Ansi
Abdul Karim Ahmed Al Shami

Sadiq Hassan Al-Sharafi

Abdul Khaleq Ali Al Ghaili
Mohammed Abbas Sharaf Al-Din

Mohammed Yahya Ismail Al-Mut-
awakel

Abdullah Mesfer Al Shaer
Zakaria Ahmed Hashem

Mohammed Hussain Al-Suraihi

Adnan Ahmed Al-Matari
Ibrahim Hashem Yahya Al-Shami

Ahmed Mohammed Ahmed Al-Ezzi
(Abu Najm)

Ibrahim Mohsen Ali Al-Suwaidi (Al
Najar)
Ismail Mohammed Abdullah Al-Ak-
wa'a
Abdullah Al Balushi
Abdulaziz Al Balushi

Muhammad Ahmad Jahaf

Director of the Public Telecommunications Corporation in
the capital of Sanaa

Deputy Director General of Purchasing and Warehous-
ing at the Communications Corporation

Deputy CEO of TeleYemen

Chief Financial Officer TeleYemen
Chief Technical Officer TeleYemen

Chief Commercial Officer TeleYemen

General Manager of the Public Telecommunications
Corporation

Dean of the General Institute of Communications
Administrative audit expert, Yemen Mobile

Director of Internal Audit Department, Yemen Mobile
CEO of SabaFon

Financial Officer of Yemen Mobile Company

Deputy Director General of Communications - Hodeidah
Branch

Chairman of the Board of Directors of the Houthi Saba-
fon Company

Houthi designate to run YOU-Telecom (formerly MTN)

Deputy Director General of the Public Telecommunica-
tions Corporation for the financial sector

Director of the Office of the Chairman of the Board of
Directors of Yemen Mobile

CEO of Y-telecom

Director of the Technology Department in Security and
Intelligence, responsible for smuggling international
calls

CEO of YOU-Telecom

Financial Broker in MTN bargain

Emerald Company
Emerald Company
Shareholder in YOU-Telecom
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Blacklist:

49 Saleh Al Jmal Shareholder in YOU-Telecom

50 Ali Dabbash Shareholder in YOU-Telecom

51 Walid Al-Harazi The company in charge of GGl

52 MeEmmeEs Al Aebr;j]ul-Wareth sl Main partner, Moore Yemen Consulting Company

53 Hisham Al-Atana Main partner, Moore Yemen Consulting Company

Mohammed Hussein Badr Al-Din Al- Director of the M|I|’Fary Communlqatlons Department,

54 . the general supervisor of the Iranian-Houthi partner-

Houthi . .
ship project.
55 HOUTEIEE. WESSEr A i ee ISt Director of the Department of Jihadi Communications.
(Abu Essam)

57 Abdul Khalig Ahmed Mohammed Deputy Director of the Military Communications De-
Hataba partment.

59 Mohammed Mohsen Hussein Al-Mu- | The main link between the Houthis and the Iranians in
tawakel the partnership project.

Iranian Alma Company

Viber Phone Company

Emerald International Company

Zubair Telecom Company

Yemen Oman United Telecommunica-
tions Company

BRTel Company



Regain Yemen

Saleiwl 6)alo

15




16 Regain Yemen daleiwl 8jablio

Houthis'

Sabafon

In September 2014, Houthi gunmen stormed Sabafon Company,
disrupted a number of broadcasting devices, imposed financial
and administrative control on the company, and replaced its
management with a temporary one whose mission is to receive
resources and dispose of assets and bank accounts at home
and abroad, before placing them at the disposal of the Judicial
Guard Saleh Mesfer Saleh Al Shaer. Al Shaer is the U.S.- and
U.N.-designated major general, judicial custodian of properties
and funds owned by Houthis> opponents.

In 2017, the judicial guard appointed his brother, Abdullah
Mesfer Al Shaer, as Chairman of the Board of Directors of the
company, who in turn appointed an executive department
with new records that the militia used to issue and forge in
ministries and state institutions, most notably the Ministry of
Industry and Trade, being the competent authority in issuing
commercial records.

In September 2019, the Houthis organized a meeting of «the
General Assembly» of shareholders in Sabafon Company to
legalize the looting of the company.

Then the remaining shareholders of Sabafon Company
approved moving to Aden, and starting again with new records.
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Houthi nationalization of the

Y-Telecom

The Yemeni Y-Telecom Company obtained a license

to operate in early 2007, to be the third operator of

GSM mobile phone services in Yemen, and it remained

in a reeling position due to disagreements between major shareholders until the
Houthi militia seized the capital, Sanara,and took control of state institutions. And the
private sector. Y-Telecom was among those companies that were confiscated by the
Houthis in the year 2014.

After years of placing it under the Judicial Guard, the Houthis announced in March
2020 the bankruptcy of the Y-Telecom(7) company, with the aim of legalizing its
seizure.

After the two companies, «Link in Time Limited» and «Mina Vaz Limited», sued
Y-Telecom before the 1st instance Commercial Court in Sana'a, which is under the
control of the Houthis, the court published a declaration of the bankruptcy of the
Y-Telecom company, alleging its inability to pay its commercial debts in a play to
facilitate the process of confiscating the Company, as the two previous companies are
affiliated with opponents of the Houthis which were looted by the Houthis in 2014.

Forthwith, the Houthis appointed a certified public accountant to arrange and
complete the bankruptcy procedures and to seize the company's assets, which was
followed by the Houthis' control of the company and the continuation of its work,
before it changed its name at the beginning of 2022 to Hudhud-telecom Company,
whose ownership was transferred to influential Houthi figures.
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After the Houthis took control of the Sabafon
Company and Y Company through the General
Corporation for Investment and Real Estate
Development (Shibam Holding), represented by the management /Abdullah Mesfer Al
Shaer, in addition to its previous control of the Yemen Mobile Company, the Houthis
seized the MTN company after extensive restrictions on the company»s work and

the imposition of very large amounts of second-generation and fourth-generation
licenses and tax fees, total amounts that reports say amount to 5008 million(9).

subsequently, Shibam Holding, which is controlled by the Houthis, put pressure on
MTN, and Ibrahim Mohsen Ali Al Suwaidi(10), whose real name is (Ibrahim Al Najjar),
a representative of the Shibam, was assigned to pressure MTN to pay the required
amount and bargained with them to sell the company.

Nevertheless, due to heavy pressure, MTN made financial studies for its investment
to expand the fourth generation in addition to the value of the permits imposed by
the Houthis with the work of political and financial risks, a decision was reached
that the project was not feasible for the company to take a decision to leave Yemen.
Accordingly, an accounting company called (Moor Yemen) was assigned to two
people close to the Houthis, Mohammed Ali Abdul-Warith Hashem and Hisham
Al-Atana(11) to make contracts for MTN International to give up its stake in Yemen.

According to Regain Yemen's sources, the shares were distributed among the new
owners (the Omani Al Zubair and Emerald Company and the Al-Suwaidi) at a rate of
%11 to Al Suwaidi and the rest to the Al Zubair Company.

afterwards, MTN officially announced the assignment of its stake to Emerald
International Investment Company (an Omani company) with a share of %97.8 of the
company»s total.

The Houthis' choice of Al-Zubair Company, to be the front for MTN, came for more
than one reason: As a former owner of shares in MTN Yemen, and due to internal
relations between Houthi leaders and the Omani owner.
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After signing the contracts and completing the deal, the main concern of the new
owners of the company was how to bring the telecom equipment into Yemen.

According to Regain Yemen's sources, the new operators were able to bring
equipment in different ways from the liberated provinces.

As soon as the ownership was acquired, the Houthis asked the company's
management to resign and assigned a new administration under the Houthi
leader, Zakaria Hashem, the former director of services, and thus the Houthis had
taken control over the third private telecom company, and later changed its name
to YOU-Telecom.

According to the sources documents obtained by Regain Yemen, the real owners
of YOU-Telecom, formerly MTN: The Omani Al-Zubair %30) %82 owned by Al
Baluchi businessman, %52 are Houthi leaders, Mohammed Ahmad Mohammed,
Mohammed Salah, whose real name is Salah Al Jamal(12) and alsi Ali Dabash),
%11 for Ibrahim Al-Suwaidi, %3 for Hael Abdul-Haq, and %4 for Al-Zumrud
Company, which is a subsidiary of Al-Zubair Company that was developed
affiliated with the Omani merchant Al Baluchi.

* According to Regain Yemen's sources, the funds for the value of the transaction
were transferred through an account belonging to the Swedish Exchange
Company (12) in an Omani bank.

* A Yemeni businessman, Ismail Mohammed Abdullah Al-Akwa»a (a fugitive in
Germany and wanted in international embezzlement cases).

* Regain Yemen sources also monitored Houthi financial transfers made through
Ibrahim Al-Suwaidi to Ismail Mohammed Abdullah Al-Akwa»a, Al-Akwa in favor of
the transaction through money changers and through the following bank account:

Bank name: Sparkasse kolnBonn

Account Number : 131902621117

It is set out in the annex to transaction contract.
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Iranian-Houthi

Partnership Project

It is an intelligence investment project supervised by Iranian and Hezbollah experts in partnership
with the Houthis, which have assigned a number of mnagers and figures, most notably:

Mohammed Hussein Badr Al-Din Al-Houthi, son of Hussein Al-Houthi, the founder of the Houthi
group, who is the director of the Military Communications Department, the general supervisor of
the Iranian-Houthi partnership project.

The Houthi leader, Mohammed Nasser Ahmed Musa>ed (Abu Essam) who received training from
the Iranian Revolutionary Guard.

Director of the Jihadi Communications Department.

The Houthi leader, Abdul Khalig Ahmed Mohammed Hataba, deputy director of the Military
Communications Department, is one of the most prominent figures responsible for Iranian-Houthi
coordination in the telecommunications sector, especially among direct leaders.

According to sources and documents obtain by «Regain Yemen», the Houthis have entrusted the
participatory tasks to a number of Houthi leaders, most notably, Mohammed Muhsin Hussain
Al-Mutawakil (Abu Badr Al Mutawakil), and assuming another name (Mohammed Muhsin Al-
Shabhari), to be the main link between the Houthis and the Iranians in the intelligence and security
partnership project.

Abdullah Mesfer Al-Shaer, was also entrusted with the tasks of representing it on the Iranian
side as an investment, in addition to the acting CEO of Y-telecom Company, director of Viber
Phone Company, Ibrahim Hashem Yahya Al-Shami, and Abdullah Hussein Abdullah Al-Shahari
(representative of YoYo Company) with the aim of managing the telecommunications sector in
Yemen, developing its investments and exploiting it on the intelligence side.

A number of meetings were held between the two sides.

The Viberphone company created by the Houthis is the intermediary company that provides
communications services in Yemen with the representative of the Iranian side, the Iranian
company Alma and BRTel, which provide advisory services and logistical support, intelligence and
investment to the Houthi militia, in addition to technical advice.

The project represents the main engine and logistical scheme for the telecommunications sector
in Yemen, which has harnessed all possibilities for it in order to achieve the militia>s investment,
military and intelligence goals.

The Houthis worked to circumvent international sanctions that affected Saleh Mesfer Al Shaer,
by enabling his brother Abdullah from the telecommunications sector and his own investments
through Shibam Holding Company, which currently manages a group of Houthi investments,
including the telecommunications sector.
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Houthi revenues
from the telecom

The Houthis obtain their revenues from the
telecommunications sector through sales of
iInternet and communication services, profit

taxes on public and private telecommunications
companies, Zakat fees and license renewal fees for
private companies, in addition to effective control
of the revenues of private telecommunications
companies such as formerly MTN, Sabafon and Y,
and the confiscation of their assets.

The Houthis' revenues from the
telecommunications sector vary from money
obtained directly, and others imposed in the form
of levies, royalties, transfers, or items that the
militia circumvents to direct the revenues to their
advantage.
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Yemen Mobile

Is a Model

The annual report of Yemen Mobile for the fiscal year 2021,

of which Regain Yemen obtained a copy, shows the summary
of the company's activity for the years 2017 to 2021, the total
value of the money that the company paid to the Houthi militia
that controls the Tax Authority and the Zakat Duties Authority
(the General Authority for Zakat, which was established by the
Houthis in violation of the constitution and applicable laws).

The summary of the report shows the expenses of taxes and
zakat in separate items. While sales tax expenses appear in the
total operating expenses. As shown in table(1):
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YR186,679,050,000 are calculated, so that the value of the sales tax
becomes YR9,333,952,950.

Yemen Mobile also paid an annual license fees to the Houthi
authorities in Sanara, an amount of YR9,954,145,000 as license
fees according to the list of operating expenses annexed in the final
account tables and the company»s financial statements in the fiscal
year 2021.

As shown in table(2):
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In the light of the above, it is clear that the total amount
of money obtained by the Houthis for the fiscal year 2021
through legal texts, is an amount of YR52,385,889,950.

Broken down as follows:

Zakat: YR6 billion

Commercial and industrial profits tax: 27 billion
Sales tax: 9 billion; and

Licensing fees for the Ministry of Finance: 9 billion.

The Houthis obtain from the Yemen Mobile company huge
revenues by inflating the expenses collected by the militia
and under special directives from the company's board of
directors appointed by the company's militia, as follows:

Financial and banking services expenses: YR14,807,045,000
Foreign exchange rate differences expenses: 16,742,055,000
The total: YR31,549,100,000

It is clear from the table below that expenditures are inflated

and seized through banking agencies and money changers

:I'he table(3):
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Financial

Irregularities

In its report, the Grant Thornton International explained that:

- Yemen Mobile Company has adopted from January 2021 ,1 the
market price policy for dealing in foreign currencies in accordance
with clarification No. 3, according to which the foreign exchange rate
differential expense account was cleared in the company's financial
statements at the end of the financial year ending on 2020/31/12.

- An amount of YR16.74 billion that appeared in the foreign exchange
rate differentials expense account, shows how the leadership of the
Yemen Mobile seizes the company's funds and its shareholders.

- Stability of the dividend per share distributed to shareholders at the
amount of YR175 per share during the financial years from 2022-2018,
despite the increase in the company's revenues double during the same
period.

Through analyzing the financial statements of Yemen Mobile for the
year 2021, it appears that the total of what the Houthis obtained and
documented in the final account and financial statements amounted to
YR83,934,989,950, broken down as follows:

Zakat: YR6,027,685,000

Commercial and industrial profits tax: 27,070,107,000

Sales tax (value-added): 9,333,952,950

License fees for the Ministry of Finance: 9,954,145,000
Financial and banking services expenses: 14,807,045,000
Foreign exchange rate differences expenses: 16,742,055,000
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The revenues of the Public Telecommunications Corporation, under

the control of the Houthis, exceed YR122 billion annually. All of these
revenues do not even show up in the Corporation>s financial reports or the
final accounts of the militia government>s general budget, as the militia
manipulate these accounts in order to illegally direct revenues to support the
their leaders and their affiliated bodies.

The Houthis have deleted all previous reports and statistics that show the
number of users of telecommunications services and the amount of profits
they obtain, and they have not published it on their official websites.

According to media reports, the militia>s authority collect significant revenue
from the Corporation, which contains several companies, including (Yemen
Mobile, TeleYemen, and fixed and wireless phone networks), and uses them
to implement their agenda and defraud users.

In addition to the revenues collected from government and private
companies, the Houthis are seeking to obtain the revenues of the
telecommunications sector that have been held abroad since their coup in
late 2014, which amount to 300S million(14).

They have not only imposed levies on the telecommunications companies,
but also confiscated their balances and assets before taking them
completely, as happened with Sabafon, MTN and Y.

The Houthis deliberately issue licenses for short periods to create
uncertainty for companies, as the total revenue from renewing the licenses of
Sabafon and MTN during the year 2020 amounted to 22$ million(15).
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The UN Panel of Experts report for 2017, revealed the guardianship
imposed by the Houthis on the four Yemeni telecommunications
companies, and their use to finance their wars.

Economic reports estimate the quantity of wealth collected by the
Houthis from the revenues of the telecommunications sector during
the past years amounted to about 7S billion, including what is invested
abroad, other real estate assets, and commercial companies that have
replaced the traditional private sector.

Occasionally, the Houthis issue a list of strict directives regarding the
renewal of company activity licenses and the payment of fees in foreign
currency, in addition to transfers from the office of

Abdul-Malik Al-Houthi and director of the Presidential Office Ahmed
Hamed directly to exchange from telecommunications companies for
the benefit of mobilizing fighters, arming, supplying, summer camps,
and caring for the families of their dead.

Houthis practiced many forms of exploitation and looting through this
sector. Regain Yemen obtained a document showing the latest Houthi
directives to telecommunications companies to allocate a percentage
of Yemeni telecommunications bills to all companies, to finance the
fund for the families of their fighters.

A document dated June 2022 ,4 showed a directive from the Minister
of Communications in the militia government, to the managers of
telecommunications companies, to supply %1 of each communications
and internet bill to the fund of the so-called Martyrs' Families.
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Blackmail and begging messages

The Houthis have turned telecom companies into a sponsor and
financier of calls for violence and to mobilize fighters, through the
messaging service (SMS), which has become a daily routine through
which citizens receive hundreds of (SMS) for hundreds of Houthi
services calling on them to donate to finance their war effort.

The militia also imposed huge fees on telecom service providers
with the aim of monopolizing the SMS service of their powers and
confiscating it from the private sector. They distributed a collective
message via the number (2121) to all mobile phone subscribers
inviting them to donate to the «missile force» to account number
(1126) in all post offices.

The Houthi calls have not stopped via SMS through telecom
companies, but also reached to invite citizens through these SMS to
contribute to supporting the Central Bank by sending text messages
to numbers 2530 for YR100, number 2535 for YR500, and number
2540 for YR1000.

The Houthis exploited telecom companies to pass on their sectarian
ideas, as well as their hostile military tendencies to the people.

Houthi (SMSs) as shown down:
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Smuggling of
International
Calls

The TeleYemen company in Yemen is connected with all countries
of the world, and when international calls come to Yemen, they
pass through TeleYemen, then TeleYemen distributes those calls to
their destination in the various telephone companies operating in
Yemen, so that the profits of those calls are distributed to various
telephone companies after TeleYemen takes its share of those
profits.

According to Yemeni law, smuggling international calls without
going through TeleYemen is a crime.

Ways of smuggling international calls

There are several ways to smuggle international calls via the
Internet using ETlink voice channels, and there are many of these
channels in Yemen, up to 1200 voice channels directly connected
through the Internet in several places, including Dar Al Bashaer in
Sana'a, where the Security and Intelligence Service is located. One
of the devices used to smuggle international calls is SIMBOX.

Who is smuggling international calls in Yemen?

The Security and Intelligence Agency of the Houthis is involved
in smuggling international calls, and collecting sums estimated
at millions of dollars annually. Houthi experts, led by Muhammad
Ahmed Al Ezzi, are supervising 630 communications channels
affiliated with the Houthi apparatus in order to systematically
smuggle international calls.



Regain Yemen ‘ daleiwl 8)alio 43

Documents obtained by Regain Yemen show that more than
600,000 minutes of international calls were smuggled daily, at a

price of 8 US cents, with an average income of 1.6S million per
month.

Those in power in national security exploit the interconnection
between the Houthi National Security Agency and telecom
companies for wiretapping. Through this connection, they
pass smuggled international calls away from TeleYemen and
share those funds among themselves with their accomplices in
TeleYemen.

The smuggling operation confirms the Houthis> use of the
company and the rest of the public sector institutions for the
personal enrichment and to carry out suspicious acts.
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Security pursuits
and espionage

In November 2021, Record Future reported that the Houthis had used the
Internet to “surveillance and spy on web users, and to block who disagrees
with them". The militia have prepared an unconstitutional law according to
which they can confiscate the personal phone numbers of Yemeni citizens,
as it states that “the personal phone number is a national resource owned
by the state...".

The team of UN experts said that it had received information that TeleYemen
in Sana'a had recently purchased a "“Bandwidth Management System"”, a
system that allows monitoring of all data, messages, texts, voice and video
over the bandwidth.

The team said, “"Controlling this illegal range of communications

tools provides the Houthis with the ability to monitor users, block
communications traffic and censor content, implement online shutdowns,
restrict social media sites, personal messaging services, and monitor
private communications of opponents, and blocking the domain across the
country”.

In its latest report, the team concluded that “the Yemeni
telecommunications sector constitutes a dangerous tool for monitoring
Yemenis and violating the people's right to privacy and freedom of
information”.

The Houthis worked to block all government websites affiliated with the
legitimate government, news websites, channels, and all local anti-Houthi
media.

The Houthi militia use the Ministry of Communications and YemenNet as an
internet provider to control the flow of information to and from their areas
of control to withhold information from citizens, making it easier for them to
manage and direct public opinion. They have more than once blocked and
spied on social networking sites and Internet communication applications.
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Commumcatlon Is A Houthl

Military TooI NNy

The communications for the Houthis represented a very important
information bank, in the context of the ongoing war, as they were able
to track the movements of anti-military forces, the progress of battles.
Things did not stop there, Rather, they tracked networks of phone
numbers for people close to or linked to anti-military and tribal leaders
through those telecom companies.

The Houthis use various military and security aspects, from

monitoring and blackmailing their political opponents to the use of
communications technology in their military operations. Remote
communications are used to remotely control explosives and detonate
booby-trapped boats in the regional and international waters of the Red
Sea. The 4G technology I1s an advanced means that enables the Houthi
group to enhance their military and security capabilities in various
aspects.

Houthization Of The

Telecommunications Sector

The Houthis have changed most of those responsible for the
communications sector, whether governmental or private, with those
affiliated to them to ensure their loyalty, starting from the Minister

of Communications, undersecretaries of the ministry, and general
managers to the level of directors of departments, units, and sections....
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Recommendations

We recommend the international community to impose sanctions on the Houthis
telecommunications sector in order to reduce the capabilities of the Houthis over the sector by
financing their war.

Through the clear and effective participation highlighted in the report between the Iranian side
represented by the Iranian Revolutionary Guard and the Houthis, we recommend the legitimate
government, the United Nations and the Arab coalition to adopt the list of those involved in
exploiting the telecommunications sector in financing the war (the black list) of the individuals
and companies involved in accordance with the relevant international resolutions.

We recommend the Yemeni government to work on transferring the internet gateway,
international communications, and the submarine cable for the internet to its areas of control.

We recommend that the Yemeni government work to collect all sums from international
communications revenue for the legitimate government and record it in the government>s
accounts at the Central Bank in Aden.

We recommend the Yemeni government a real transfer of the bodies and institutions

affiliated with the Ministry of Communications (the General Post Authority - the Public
Telecommunications Corporation - TeleYemen Company - Yemen Mobile Company) and work
to transfer control and revenues to areas under its control.

We recommend the Yemeni government to ban and prevent the supply and import of
communications equipment through all land, sea and air ports.

We recommend the Yemeni government to oblige all telecommunications companies to pay
their taxes, licensing fees and government fees to the accounts of the legitimate government
in Aden.

We recommend the Yemeni government and the legitimate judicial and security authorities to
investigate and hold accountable all those involved in facilitating the Houthis» control of the
telecommunications sector.

We recommend international organizations to cooperate with Regain Yemen, which reflects
the dangers of Houthi control of the telecommunications sector and its risks in prolonging and
financing the war.

We recommend the United Nations to use the proceeds of communications to enhance the
disbursement of salaries to disadvantaged staff.

We recommend all citizens inside to be very wary of the Houthi militia>s violation of their
privacy and control over the telecommunications sector.



52

Regain Yemen

Saleiwl 6jalio



Regain Yemen 8aleiwl &)3lio 53




54

Regain Yemen

Saleiwl 6jalio



Regain Yemen 8aleiwl &)3lio 55




